CTOII MOIIEHHHUK!!!

OcHOBHBIE CIIOCOObI COBEPIICHUS MPECTYIVICHUH €
HCMO0JIb30BaHUEM HH(OPMAIMOHHO-TEJIeKOMMYHHUKAIIMOHHBIX
TEeXHOJIOTHH.

«/KepTBe 3BOHAT 4epe3 MecceHa:kep «Boruan, Baiidep u 1.1.»

MOoIIeHHUKH TPeACTaBISIICh COTPYIHUKAMU CIyKObl O6e30macHOCTH OaHKa 3BOHAT KIMEHTY U
cOO0MIAI0T, YTO HEOOXOAUMO MPOU3BECTH 3aMEHY HOMEpa MPUKPETTICHHOTO K JIUIIEBOMY CUETY, YTOOBI
MPEeIOTBPATUTh MOIICHHUYECKHE AeicTBua. J[is 3TOoro mpemiaraeTcsi yCTaHOBUTh Ha MOOWMIIBHBIN
tenedon npuioxkenus «RustDesk» u «Zoomy.

[Mpunoxenus: «RustDesk» u «Z00OM» MO3BOJSAIOT MOIICHHUKAM JAUCTAHIIMOHHO YIIPABIATH
MOOUIIBHBIM TelIe(hOHOM KEPTBBI, U OTKPBIBATH MPHII0oKeHUS «OHIaiH OaHKay.

[Tpu BBone maposst B npuioxeHnn «OHIaliH 0aHKay y KEPTBbI MPOU3BOAATCS CIUCAHHS BCEX
JIEHEKHBIX CPEJCTB.

CoTpyaHnku 0aHKOB He 3BOHAT KJHMEHTaM uepe3 MecceHmxepbl «Bormam», «Baiidep»,
«Teserpam» u He MpeAIAralOT CKAYUBATH Pa3IHYHbIe NIPUJIOKEHHUS U IPOrPaMMBbI.

XuleHue JeHeKHbIX CpeaAcCTB C HCITOJb30BAHUEM NMPUTOKCHUA

«BlaBlaCar, AButo, 10412 u T.1.»

[lpy coBepumieHHHM NPECTYIUICHHS, 3JIO0YMBINUICHHUKH HCHOJIB3YIOT O(HUIMAIBHBIA CalT
https://www.blablacar.ru (npuioxenust cmaprdon wHa Android, 10S), B KOTOpOM CO3IAIOT aKKayHT
HecyliecTByroniero Jauna ((QpelKoBbIid), Mpe[Iaralonero yciayrd MepeBO3KM MacCaXHpoB, TIe
YKa3bIBalOT MapHIpyT MepenBukeHus. [lpu mMosBiIeHHMM KIMEHTa Ha YKa3aHHOE HalpaBlieHHE U
YTOYHEHHE BPEMEHH M YCIOBUH MOE3/KH, 37IOYMBIIUICHHUK MOJ] PA3IMYHBIMU MIPEIOTaMU Ipesiaraet
yiTu 13 opunmanbHOro caiita Ha obuieHue B MecceHkepsl (Boruan, BaiiGep), B KOTOPBIX KIHEHTY
npejlaraeTcsl OIIaTUTh TMOe3Ky, sAKoObl Ha oduimanbHOM caiite. [locne mnomydeHust coriacus
KJIMEHTa, €My TOCPEICTBOM MECCEHIKEpa, MOCTYIMAET CChUIKAa Ha MOJJCNbHBIA ((PUIIMHTOBBIN) CalT,
IIPU NEpexose MO0 KOTOPOH, OTKPBIBACTCS «OKHOY» OIIAThl BHEIIHE CXOXHM C O(QHIHAIBHBIM CalTOM,
r7ie 3JIOYMBIIUICHHUK IpeasaraeT BHECTH PEKBU3UTHI OAHKOBOW KapThl JUIs oruiaTel moesnku. [locie
BBO/Ia PEKBH3HUTOB IIPOUCXOTUT CIIHUCAHUE JICHEKHBIX CPEICTB, a «(PEUKOBBI) aKKAYHT yJaJISIETCS.

He nepexoaure mo cchblIKaM M He MOKHWAaliTe opuuMaIbHbIE CAWTHI MPUIIOKEHUI, YTOOBI
HE CTATh KEePTBOIl MOIIICHHUKOB.

XueHus JeHeKHbIX CPeACTB M0 NPeAJIoroM
npuodpereHus OMJIETOB B TeaTp (KMHOTEATP)

HpI/I COBCPIICHUU NPCCTYIUICHU:A, 3JIOYMBIIIJICHHHUKHW UCIIOJIB3YIOT CalT 3HaKOMCTB ((TPIH,Z[Cp)), C
MOMOIIIBIO KOTOPOI'0 3HAKOMATCA C MOJOAbIMU JIFOJAbMU. I[anee, noa pasjin4HbIMK IIpCAJIOraMu,
3JIOYMBIIIUICHHUK MpeAjiaract HepeﬁTI/I JJIA z[aaneI‘/'Imero OGH.ICHI/ISI B MCCCCHIKCP «TenerpaMM», rac
npeparact NOTCPICBIICMY MMOWTHU B TCaTp, KWMHO HJIM Ha KOHICPT. Ilocne NOoJIydCHuUA Corjiacusd,
MOTEPIEBIIEMY IO CPEJICTBOM MECCEHXkepa, MOCTYNAET CChUIKA Ha MOAJEIbHBIN ((PUILIMHTOBBIN) CaWT,
IIPY TIEPEX0Jie 0 KOTOPOH, OTKPBIBAETCS «OKHO» OIUIAThl BHEUIHE CXOXHM C O(QUIMAIbHBIM CAUTOM
OMJIETHBIX Kacc, rac HOTCpHeBIHI/II‘/'I BHOCHUT PCKBU3UTHI 0aHKOBCKOM KapThl Jid OIJIATHI. ITocne BBOOA
PEKBU3UTOB POUCXOANT CIIMCAHHUE AEHEXKHBIX CPEJICTB, a «(EHKOBBII aKKayHT YAaIAETCS.

KepTBY 00BHHAIOT B rOCH3MEHeE 32 JeHeKHbIe epeBoabl B 110Jib3y BCY, 1100 3BOHKH
OT COTPYAHUKOB IMMPABOOXPAHUTEIBHBIX OPIraHOB NbITAKIINXCH MPEAOTBPATUTDH
He3aKoHHOe oopMIleHHe KpeauTa

MoOIIEHHUKH 3BOHAT KIUEHTY W TPEICTABISIOTCS COTPYAHWKAMH TIOJHIIAN, CIIEICTBEHHOTO
komuteTa, npokyparypsl i @Ch. Coobmaior, 9To cCOTpyAHHK OaHKa, B KOTOPOM OOCITY)KHBAaeTCS
KIIMEHT, YKpaj ero MepcoHaJIbHbIC NaHHBIE M OCYIIECTBISET C €r0 CUeTa MepPeBOJbI B TMOIH3y apMUU
YkpauHbl. A Tak k€ OTBETCTBEHHOCTh JICKHUT Ha BIIAJIENbIEC KapThl, KIMEHT MOXET ObITh OOBHWHEH B
rocyJapCTBEHHOM U3MEHE, 3a UTO eMy Ipo3uT 10 20 JeT JTUIIECHUS! CBOOO/IBI.

3aTeM MOIICHHUKHA TPEJCTABISIOTCS CIY»)00W Oe3omacHOoCcTH OaHKa W yOeXKJaroT KIMEHTa
MEePEBOANTH JIEHBIM HAa WX CUeTa W JaXKe OpaTh KPEAUThI, MOTHBUPYS 3TO TEM, YTO TaK OHU CMOTYT
BBIYHCJIUThH MPECTYITHUKA BHYTPH OaHKA.

CoTpyIHHKH NMPAaBOOXPAHUTEIbHBIX CTPYKTYP HHKOIJA He 3BOHSIT IPaIaHAM C IeJbI0
o0e30macuThL X 0AaHKOBCKHE CYETa.



3apaboToK HAa Pa3IMYHBIX HHTEPHET-IJIOAKAX
(bupxka, I'a3n1poM-HHBECTHLMH H T.]1.)

['paxmane caMOCTOSITENbHO, Yepe3 HWHTEpHET JMbo, dYepe3 3BOHOK OCYIIECTBIISEMBIN
3JIOYMBIIIJICHHUKAMH, CTAHOBATCS YYaCTHHKAMHU DPAa3JIMYHBIX WHBECTHLHOHHBIX HPOEKTOB. Mx
yOeXIaloT TIOy4acTBOBATh B BBITOJHBIX HHBECTUIUSX M TOJXYYUTh OTPOMHYIO TPHUOBLIB,
3aperucTpUpoOBaB aKKayHT Ha JJIEKTPOHHOM TOProBoil Iuiomanke (Oupske), KOoTopas SIKOObI HUMEeT
oumanpHbIi CTaTyC, OJHAKO, SIBISETCS 3MYJIATOpPOM. Tak ke COTPYAHMKM OpraHM3aluu yOexIaroT
rpakJaHWHA, 4YTO OyAYyT KOHCYJIBTUPOBATh €r0 B XOJ€ TOPrOB U T'OBOPUTH, KOTJA COBEPIIUTH NOKYIKY
WIA TPOJIAXXy aKTUBOB, YTOOBI CHEJKM TIapaHTUPOBAaHO NPUHOCWIN NpuObUIL. B mpouecce Topros
rpaXJaHUHY Jal0T BO3MOXXKHOCTb HEMHOIO 3apaboTaThb U BBIBECTM Ha CBOM OaHKOBCKHUIl cUer,
HeOonpiryto cymmy geser. Ilocie dero, ¢ menpio MOJMydeHHUs emie Oosee BBICOKMX JHBHICHIIOB
IpeUIaraloT MePEeBECTH Ha MOJKOHTPOJIBHBIE CUETa 3JI0YMBIIIICHHUKOB KPYIHBIE CyMMEI jaeHer. Korna
YeJIOBEK HAaMEPEH BBIBECTH IOJIYYCHHYIO MPHUOBLIb, €My O] Pa3IHYHBIMU MPEITIOraMi OTKA3bIBAIOT U
yOeXIal0T COBEPLIUTH €IIe HECKOJIBKO TapaHTHPOBAHHO BBITOJHBIX CHAEJIOK, B PE3YJIbTaTe KOTOPBIX
HUYETr0 He TOA03PEBAIOIINNA TPa)KIaHUH, MOJ IOJHBIM KOHTPOJEM OpOKEpOB, COBEPILIAET 3aBEIOMO
yOBITOUHBIE ONIEpALMK U TEPsIET BCE HAKOIJIEHUS C JIMLIEBOIO CYETa.

IIpn oOHapyskeHHM B CeTH HMHTEPHeT pPeKJIaMbl MO [JONOJHHTEJbHOMY 3apaloTKy Ha
Pa3IM4YHBIX OUpKeBBIX MIaTdopMax, 3HaiiTe 3T0 MolleHHUKH. He nepexoaurte Ha 1aHHbIE CATHI,
4YTOOBI HEe CTATH KePTBOH MOLICHHUKOB.

Coo0menne o B3jioMe EqMHOro noprasa rocyiapcTBeHHbIX 1 MYHUIIMIIAJIBHBIX YCJIYT

OpHUM U3 PaclpOCTPaHEHHBIX CHOCOOOB XUILEHHH IEHEKHBIX CPEACTB B IIOCIEIHEE BPeMs
ABJISIETCS] MOJIyYeHUE HECAHKIHOHMPOBAHHOIO JIOCTYNA K JIMYHOMY KaOMHETY IMOJb30BaTeNls cepBHca
«["ocyciyrn». XKepTBe noctynaer 3B0OHOK OT 370yMBIIUIEHHUKA, KOTOPBII MPEJICTABISAETCS ONIepaTOpoOM
CITy>k0bI To/iepKku EnuHOro nmopra rocyaapcTBEHHBIX M MyHULMIAIBHBIX YCIIYT, IJI€ COOOLIaeTcs o
TOM, YTO TPOU3OIIENT HENPABOMEPHBIH JOCTYNl K JIMYHOMY KaOMHETy, W JUIs IpPeJOTBPALICHUS
HEOO0X0MMO COOOIIUTHh TMOCTYHAMOIUEe Ha TeaeQoH IpakJaHWMHA COOTBETCTBYMoIMe KoIbl. [Ipu
COOOIIEHUH KOJOB 3JIOYMBIIUICHHUKH IOJY4aroT JOCTYIl KO BCEM CEpBHCaM IOpTaja C aKKayHTa
KEPTBBl M MEHAIOT BO3MOXKHOCTb I0/1aThb 3asBKY Ha O(QOpMIIEHHME U MOJYy4YeHHs Kpeaura cC
NOCJETYIOLMM NEPEBOIOM JEHEKHBIX CPEACTB HA NOJKOHTPOJIBHBIE CUETA.

Cotpyannku EnnHoro noprasa rocyAapcTBeHHbIX M MYHHIIMNAJIBHBIX ycayr (Iocyciayrn)
HUKOI/IA He 3BOHAT IPasKAaHAM € 1e/1bI0 HECAHKIIMOHUPOBAHHOIO 10CTYNA K JIMYHOMY KaOMHeTY.
CorjiacHO MHCTPYKIIHH M NPEJ0CTABJSIEMbBIX YCJIYI MOJIb30BATEIb CaM OCYLIECTBJISICT 3BOHKH B
ca1ysk0y MOJ/IePKKH NMopTaja.

7KepTBe 3BOHAT, NPEACTABJIAACH COTPYIHUKAMH ONEPATOPOB COTOBOM CBSI3H
«buaaiin, Tene2, MTC, Meradon u 1.1.

MOoIIICeHHUKH TIPEACTABISSICH COTPYAHUKAMH OIEpaTropa COTOBOW CBS3M M COOOLIAIOT, YTO
HEOOXOMMO OOHOBUTH MPHIOKEHHE OMEPaTOpa CBSI3W WM YIY4YIIUTh TapUHBIA IUIaH, AJS 3TOrO
H€06XOIII/IMO CKa4yaThb OporpamMmy, KOTOpasa MNO3BOJMT BHECTH BLINICYKA3aHHBIC U3MCHCHM. I[JIH 3TOTO
Npe/IaraeTcsl yCTAHOBUTh Ha MOOWIBHBIN TenedoH npunokenune «RustDesk» u «Zoomy. [punoxenus
«RustDesk» u «Z00m» TO3BOJSIOT MOIICHHUKAM AMCTAHIIHOHHO YIPABIATH MOOMIBHBIM TelIe(hOHOM
KEPTBBI, U OTKPHIBATh NMpHIIoKeHNs «OHIaitH 0aHKay, C TENTbI0 XUIIEHUS JICHEKHBIX CPE/ICTB.

CoTpyAHHUKH ONEpPaTopoB COTOBOii CBSA3M He 3BOHAT KJIHEHTAM C TMpeNJ0KeHUSIMH
YCTAHOBUTH MNpOrpaMMHoe obecrieyeHne Ha TejedoH. IIpm mnocTynmjieHHH TAaKHUX 3BOHKOB
He00X0/1MMO OTKJIOHUTH BbI30B, YTOObI HE CTATh ’KePTBOH MOIIEHHUKOB.



