@ baHK Poccumn

KAK SALLUUTUTD

CBOUNTALLKETbI OT BUPYCOB

BUPYCDbI:

« OTKPbIBAIOT YAa/IeHHbIN [OCTYN K BaluleMy YCTPOUCTBY
« KPaAYT NOrUHbI U NAPO/IN OT OHNNAaWH- U MOOBUNbHOro 6aHKa

e MepexBaTbIBaAlOT CEKPETHbIe KOoAbl U3 COOOLLEeHUN

3anony4mB 3TW AaHHbIe, KN6eprnpecTyNHUKM N
MOFYT MOXMTUTb BCE AEHBIM C BaLUNX CYETOB — > $

KAK NMOHATD,

YTO YCTPOUCTBO SAPAXXEHO?

UTO OENATD,

EC/ZI HA YCTPOUCTBE BUPYC?

KAK SALLUTUTD

YCTPOUCTBO OT BUPYCOB?

3aBucaert, nepesarpy>XxaeTcs Uim oTko4vaeTcs
Camo 3aBepLiaeT paboTty NpUIOXeEHUN
[Toka3biBaeT BCMN/biBalOLWMe OKHA

TepseT o6beM NaMATU

NMo3BoHUTe B 6aHK U nonpocute 3ab/10KNpoBaTb AOCTYN
K OHNManH- 1 MOOUnbHOMY GaHKYy U BCe KapTbl, KOTOpPbIE
MCNO/Ib30Basin Ha YCTPOMUCTBE

O6paTnTecb B CEPBUCHbIN LIeHTP, YTOObI BbI/IEYNTb ragKeT

NMepeBbinycTUTE KapTbl, CMEHUTE JZIOFMH U Napo/b
OT OH/TanH-0aHKa 1 3aHOBO YCTAaHOBUTE OAHKOBCKOE NpunoxeHune

Ncnonb3ynte aHTUBUPYC U PErynsapHoO ero obHoBnanrte

He nepexoauTte no ccbiZikaM OT HE3HAKOMLEB, HE YCTaHaB/IUBauTe
NporpaMMbl Mo Ux Npocbbe n He UCNONb3yNTE YyXxune creLlKkn

CkaumBaunTe NpuUNoXeHNA TONMbKO U3 NPOBEPEHHbIX UCTOYHUKOB
O6GHoBNANTE ONepaLnoOHHYIO CUCTEMY YCTPOUCTBA

Nsberante ob6wenoctynHbix Wi-Fi-ceTen

Monpo6Hee o 3alMTe rafXeToB ®duHaHcoBas
yuTalTe Ha KysnibTypa



OT OHJTAUH-MOLWEHHUKOB

YT06bI fOOpaTbCA A0 BalLUX 6aHKOBCKUX CHETOB,
MOLUEHHNKAM HY>XXHbl Balln NepCcoHabHble AaHHble
N PEKBU3UTbI KapT

Kakue cxeMbl ICNONb3yOT apepUcTbl?

OBELWAIOT 30J10TbIE N'OPbI

Onpockl 3a BO3HarpaxaeHue, coymanbHble BbiNnaTbl MM cBepXNpuUbbIfibHbIE
MHBECTULMOHHbIE NPOEKTbLI. [apaHTUsA ObICTPOro oboraueHna — npru3Hak oomMaHa

SAMAHUBAIOT HA PACINPOOAXU

OFpOMHbIe CKMAKN N HN3KUE LeHbl MOI'YT OKAa3adTbCH MOLLUEHHNYECKOW yI'IOBKOl7I

CMNMEKYJIMPYIOT HA TPOMKUX COBbITUAX

Hanpumep, o6baBnatoT cOop AeHer Ha pa3paboTKy BakUWMH, o6eLlaloT BEPHYTb
OEHbIN 38 OTMEHEHHbIE PEWCHI UMKN NpegnaratoT NoNyUnTb roCygapCTBEHHbIE
gotaumm

MACKUPYIOTCHA

Pa3birpbiBatloT po/sib NPOAABLIOB M MOKyNaTenei Ha NonynapHbIX cakTax 00bABMEHUI

Kak o6e3onacuTtb CBOU AeHbIrU

B UHTEepHeTe?

YCTaHOBUTE aHTUBUPYC N PErYNAPHO OOHOBNANTE €ro

3aBeauTe oTAeNbHYIO 0e6eTOBYIO KapTy ANa naaTexen
B MHTEPHETE U KNaanTe Ha Hee HYXXHYIO CyMMY nepepn onsaTow

Bcerga npoBepante agpeca 3/1EKTPOHHOM MOYTbl U CAUTOB —
OHW MOTYT OT/INYATLCA OT OPMLMANBbHBLIX TULLb MApPON CUMBO/IOB

He nepexognte No CCbl/ikaM OT HE3HAKOMLEB —
cpa3y yganamrte COMHUTENbHblEe COOOLEHNS

Hnkomy He coobLLanTe CBOU NepCcoHabHble gaHHble

MoapobHee o npaBuniax
KubeprurmeHboi ﬁ ®duHaHcoBas
ymTanTe Ha fincult.info KynbTypa



UTO OEJIATD, ECJIN C KAPTDI
YKPAJIU OEHbI'N?

Q S3ABTOKNPOBATDb g HAIMNCATDb 9 OBPATUTDBCH
KAPTY 3ASBNEHUE O HECOIMACUU B nonuumio
i C ONEPAUMUEA i

R
»

O

q

* N0 HOMepy TenegoHa 6aHka  3asBneHue AOMKHO ~ Yem 6onbLue niogei
Ha 6aHKOBCKOW KapTe - ObITb HaNMUCcaHo: . nopaayT 3asaB/IeHUs,
unu Ha ocpomumanbHOM caunTe . B TeUeHMe CyTOK nocne ~ TeMm Bbllue BEPOSTHOCTb,
e Yepe3s MoOubHOE NpunoXeHue COOBLEHUS O CIUCAHNN ~ YTO NPEeCTYrNHUKOB
. yepes NMNYHbIN KabUHeT 557 22007000070
Ha opuumnanbHOM caiTe OaHKa | - Ha MecTe B oTAe/IeHUM
5 OaHKa

e B OTAENEeHU 6aHKa

KAK OBE3OINACUTb OEHbI'N HA CHETAX?

HUKOMY HE COOBLUAWTE: KOOOBOE CNTOBO
« CPOK AENCTBUA KAPTbl U TpeX3HaYHbIN KOA Ha3blBanNTe TONIbKO COTPYAHUKY OaHKa,
Ha ee o6opoTHoMn ctopoHe (CVV/CVC) Koraga camMmm 3BOHUTE Ha ropAavyto

JTMHWNIO

- MAPO/SIN U KOAbl U3 YBEOOM/TIEHNI
« TOF'MH M NMaposib OT OHNanH-6aHKa

HE NYBJIUKYUTE Q
baHK He KoMneHcupyert

notTepu, ecCs/in Bbl HAPyLLUUIun

MnepcoHa/ibHble AldaHHbIE B OTKPbITOM AOOCTYINE

npaBusna 6esonacHoro
UCMO/Ib30BaHUA KapThbl

YCTAHOBUTE
AHTVMBUPYCbI HA BCe YCTPOMNCTBA

NMoppo6Hee o npaBuiiax 6e3onacHOCTH duHaHcoBas
yutamTe Ha fincult.info KynbTypa




OCTOPOXHO:
TEJIEPOHHbIE MOLLEHHUKNA!

S NPU3HAKOB OBMAHA

HA BAC
BbIXOOAT CAMUA

AdepucTtbl MOryT
npencTaBUTbCS CNyXXo6ou
6e3onacHocTu 6aHKa,
Ha/I0roBow,

NpoKypaTypou

9 HA BAC OABAT

AdepucTbl Bcerga
TOPOMST, YTOODI

y Bac He 6bin1o
BpeMeHu Bce obayMaTb

Q FOBOPSIT O AEHbBIAX

JTiro6o1 HeoXXxnaaHHbIU
3BOHOK, CMC unu nncbMo —
NOBOJ, HACTOPOXUTbCSH

[NMpepnaraloT cnacTu
cbepexeHus, NonyvnTb
KOMIMEHCaLMIO UIN BITIOXUTbCS

3BOHﬂT B MHBECTULUMNOHHDbIU NMPOEKT
: ‘ n3 baHka, nonnunm
/ i NNV Opyrow opraHnsaumm?
PAAYIOT BHESANHOU @)

BbIroaoou Ui NyraAioT

CunbHble aMmouuun
NPUTYNMASIOT
6auTenbHOCTb

6 NMPOCSIT COOBLMNTD
AAHHDIE

310yMbILLIEHHUKOB
MHTEPECYIOT PEKBUSUTDI
KapTbl, NApoOsv 1 Kogbl

N3 6aHKOBCKUX YBEOOMJIEHUM

~ YBEOWUTECDH,

YTO 3TO HE MOLWEHHUKKN!

@ HUKOIroA HUKOMY
BAXKHO! HE COOBLUAUTE:
CoTpyaHUKM 6aHKOB 1 NOULUA  kKoapbl 3 CMC
HUKOI' A He cnpawmBaloT * Tpex3HauyHbIX Kog Ha 060pPOTHOU
PeKBU3UTbI KapTbl, aponu cTopoHe kapTbl (CVV/CVC)
n3 CMC, nepcoHarbHble AaHHbIe * PIN-kon

* Maponun/norvHbl K 5aHKOBCKOMY
MPUNOXEHUIO U OHJTAUH-6aHKY

* KoAaoBoe CJioBO
e [epCOHalJibHbl€ AaHHDbIe

L
}'__ 4 Kak 3almuTuTb CBOM PUHAHCHI, :JP;II-II: Hchaﬂ
o]y ' yuTtauTe Ha fincult.info ynoTYp

U He NPOCAT coBepllaTb
nepeBoabl C Ballen KapTbl




KAK SALLUTUTDCH
OoT PULLUNHIA

PUuMHr — BuA MOoWEeHHUYeCTBa, Koraa y uesioBeka KpaayT
rnepcoHa’sibHble AaHHble U AeHblrm € NOMOLLbIO CaUTOB-Noaaesiok.
HacTo MoOWeHHUKU aenaloT CanTbl, KOTOpble KaK ABe KanJim Boabl
NOXO>XU Ha CanTbl peasibHbIX OpraHusaumum

KAK MO)XXHO OKASATbCH
HA ®ULLNHIOBOM CAUTE?

[10 cCbIsIKaM U3 MHTEPHETa N AN1EKTPOHHOW noyYTbl, CMC,
COOOLLEHUNN B COLCETAX NN MEeCCeHIKeEpPAX, peKnambl,
OObABNEHUN O NTOTEPESIX, pacrpoaa)kax, KOMNeHcaumax

OT rocynapcrBa

XaKepbl HacCTO B3J/1aMbIBalOT YUYy>KNEe aKKayHTDbl,
" CI)MI.IJMHFOBaFI CCblJiIKa MOXKeT anﬁTM Ada>e OT 3HAaKOMBbIX

KAK PACMO3HATb
PULLINHIOBbIN CAUT?

Appec oTnmMyaeTcd OT HacToSdLWEro NuLlb Napon CUMMBOJIOB
B agpecHoM cTpokKe HeT https 1 3Hauka 3akpbITOro 3aMka
Oun3anH cKonMpoBaH HEKAYEeCTBEHHO, B TEKCTAxX €CTb OLUMOKMK

Y camTa Mafio CTpaHWL, N1 gake ogHa — A9 BBOOA OaHHbIX
KapTbl

KAK YBEPEYDBCH OT ®PULLIMHTA?

YcTaHOBUTE aHTUBUPYC U PErynsspHO OOHOBNSINTE ero
CoxpaHsinTe B 3ak/lafKax agpeca HY>XHbIX CaTOB
He nepexoauTte No nogo3puTesibHbIM CCblJIkaM

Ucnonb3ynTe OTOENbHYIO KapTy AJ19 MOKYMOK B MHTEPHETE,
KNaguTe Ha HEE HY)KHYIO CyMMY NpPSAMO nepen onsiaTomn

PuHaHcoBas
NMoapo6Hee o npaBunax KYnbTypa
KnéeprmurmeHbol YMTauTe Ha
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